5. Your Data Protection
Rights

As a user of Cosmo Crafter, you have specific rights concerning your personal data. Depending on
your location, these rights may include:

5.1 Access and Portability

e You have the right to request access to the personal data we hold about you.
o Upon request, we will provide your data in a structured, commonly used, and
machine-readable format.

5.2 Correction and Updates

e You have the right to request corrections or updates to inaccurate or incomplete personal
data.

5.3 Erasure (“Right to Be Forgotten”)

e You can request that we delete your personal data, subject to legal or contractual
obligations.
e Deleting your account may result in the loss of in-game progress, items, and currency.

5.4 Objection to Processing
e You have the right to object to the processing of your personal data for direct marketing
or other purposes, as permitted by applicable laws (these can be configured in the
Notification Settings).

5.5 Restriction of Processing

e You may request that we temporarily restrict the processing of your personal data under
specific circumstances, such as when you contest the data’s accuracy.

5.6 Withdrawal of Consent

e If processing your data relies on your consent, you have the right to withdraw that
consent at any time without affecting the lawfulness of processing based on consent
before withdrawal.

5.7 Filing Complaints



e If you believe we have violated your privacy rights, you have the right to file a complaint
with a supervisory authority in your jurisdiction.

5.8 Exercising Your Rights

e To exercise any of these rights, contact us at joao[at]lcosmocrafter.net.
e We will respond to all requests within the timeframes required by applicable laws.
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